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Appendix A: Robustness Checks

Table 1: Dropout: Classifier Performance.

Precision Recall

Pro-Kremlin 0.96 0.99
Neutral 0.98 0.96
Pro-opposition 1.0 0.98
Pro-Kiev 1.0 1.0

Note: Entries are performance metrics for
the test set. N

Precision = Pr(A|A);

Recall = Pr(mA)7 where A is a given cat-
egory of bots, and A is category A pre-
dicted.

Table 2: Orientation Classifier Confusion Matrix.

Predicted orientation
Pro-Kremlin Neutral Pro-opposition Pro-Kiev

True orientation

Pro-Kremlin 66 1 0 0
Neutral 1 45 0 0
Pro-opposition 1 3 48 1
Pro-Kiev 0 0 0 28

Note: Entries are frequencies on the test set.
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Figure 1: Predicted probabilities by class.

Histograms represent predicted probabilities for the most probable class for every observation.
As one can see, the MLP model makes high-confident predictions for most observations.
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Figure 2: Top 32 urls that appeared in the highest number of (different) bot accounts
by each group of predicted bots (predicted probability > 0.7). Pro-Kremlin wesbsites in red;
pro-opposition in green; pro-Kiev in blue; content-sharing platforms, news aggregators, and
politically neutral websites are not color-coded (black). Gazeta.ru, which switched from being
pro-opposition to pro-regime, and Lenta.ru, which switched from being neutral to pro-regime,
are coded in orange. See endnote 10 for details and caveats of color-coding.
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Figure 3: Top 32 mentions that appeared in the highest number of (different) bot ac-
counts by each group of predicted bots (predicted probability > 0.9). Pro-Kremlin accounts
in red; pro-opposition in green; pro-Kiev in blue; accounts which do not clearly belong to either
category are not color-coded (black). Gazeta.ru, which switched from being pro-opposition
to pro-regime, and Lenta.ru, which switched from being neutral to pro-regime, are coded in
orange. See endnote 10 for details and caveats of color-coding.



Appendix B: Keywords and Hashtags Used for Collecting Twit-

ter Data

This list uses transliteration. A Cyrillic equivalent was uses when “Cyril.” is given in paren-

theses.
e medvedev (Cyril.)
e dukhovniyeskrepy (Cyril.)
e putinvor (Cyril.)
e putinakh (Cyril.)
e pzhiv (Cyril.)
e Strategiya3l (Cyril.)
e triumfalnaya (Cyril.)
e bolotnaya (Cyril.)
e oppozicia (Cyril.)
e gorozhaneprotiv (Cyril.)
e surkovskayapropaganda (Cyril.)
e navalniy (Cyril.)
e zanavalnogo (Cyril.)
e komandanavalnogo (Cyril.)
e suvkirove (Cyril.)
e PussyRiot

e PussyRiot (Cyril.)



tolokonnikova (Cyril.)
narodniyskhod (Cyril.)
sdnempobedi (Cyril.)
#sochi2014

#sochi

#putinsgames

#sochi (Cyril.)

#vitishko (Cyril.)
#schitaemvmeste (Cyril.)
#sochifail
#sochi2014problems
golodovka (Cyril.)
MinutaNeMolchaniya (Cyril.)
zhalkiy (Cyril.)

puti (Cyril.)
spasiboputinuzaeto (Cyril.)
priamayaliniya (Cyril.)
partiyazhulikovivorov (Cyril.)
edro (Cyril.)

6maya (Cyril.)

sobyaninnashmer (Cyril.)



marshmillionov (Cyril.)
zachestniyevibory (Cyril.)
bolotnoyedelo (Cyril.)

6may
svobodupolitzaklyuchennym (Cyril.)
svoboduuznikam6maya (Cyril.)
rosuznik (Cyril.)

odinzavsekh (Cyril.)

vsezaodnogo (Cyril.)
rasserzhennye (Cyril.)
chestniyevybory (Cyril.)

udaltsov (Cyril.)
vysurkovskayapropaganda (Cyril.)
37godvernulsya (Cyril.)

DMP (Cyril.)

privet37god (Cyril.)
krovaviyrezhim (Cyril.)

kirovles (Cyril.)

tolokno (Cyril.)

biryulevo (Cyril.)

khvatitkormitkavkaz (Cyril.)



khvatitvinitkavkaz (Cyril.)
russkiymarsh (Cyril.)
Sochi2014 (Cyril.)

#olimpiada (Cyril.)
#olimpiyskayazachistka (Cyril.)
#sochiproblems

Odessa (Cyril.)

#Nemtsov

#Nemtsov (Cyril.)

nemtsov (Cyril.)

savchenko (Cyril.)
#FreeSavchenko

#Putinkiller

maidan (Cyril.)

maidaner (Cyril.)

maidanutiy (Cyril.)
#PutinUmer (Cyril.)
#MinutaNeMolchaniya (Cyril.)
Su24

Su-24 (Cyril.)

Su24 (Cyril.)



e #samolet (Cyril.)

e #RussianJet

o #ExpelTurkeyFromNATO
e #Russianplane

e #FErdogan

e #Latakia
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Appendix C: SMaPP Lab (NYU) Russian Twitter Project Coding Instructions
Section 1. Introduction
Dear project participants!

The goal of our research project is to study the character (patterns, connections, sequences, etc.)
of the activity of bots (automated programs that, to a varying degree, imitate real people) in the political
segment of the Russian Twitter. To this end, we have collected data on a large number (over 1.3 million)
of Twitter accounts that have tweeted about Russian politics in the last couple of years. However, we
have no foreknowledge about which of these accounts belong to human beings and which are bots.
Obviously, classifying these accounts by hand isn’t just impossible (it would require an unthinkable
number of man-hours of work), but also it’s not in line with the methodology of modern social sciences.
Computer science and statistics are now used to solve tasks like that. We also have developed an
algorithm that classifies accounts as either real human beings or automated bots, based on data drawn
from a small sample of accounts that have already been classified. These already classified accounts are

called the #raining set.'

Your job in this project is to help create the training set. This task could be split into two sub-

tasks:

e classitying accounts on Twitter so that a computer could correctly classify a much larger
number of accounts using your decision — which category an account belongs to — as a
template

e identifying accounts’ political orientation

The main goal of our classification is to separate real human beings writing on Twitter from bofs,
i.e. programs that automatically post information lifted from elsewhere or composed by the program itself
(the latter is quite rare, though). In some cases, differentiating real people from bots is fairly easy. For
example, compare the account of someone you know with an account full of odd spam. But in other

cases, it could be hard.

To make the process of classification reliable (meaning that two people working independently

and not communicating to each other would classify the account the exact same way), we need a schema

' Methodological note: To understand what “training” means, think of fiting a linear regression. When we fit a linear regression, our goal is to
predict, in an optimal way, the value of the dependent variable (y), based on one or many explanatory variables (xs). To solve this problem, you
need values of both x’s and y. The algorithm (for example, the least squares approach) uses the values of y from the training set to train itself in
predicting y based on the values of x’s that correspond to y in the training set.

Classification is a similar task: to learn (to train) how to predict the category the object belongs to based on a number of its characteristics.

There are tasks that don’t require a training set. For instance, the cluster analysis simply identifies groups (clusters) of similar objects based on
their characteristics. The results of cluster analysis could be quite different from what you expected. It could help, though, for exploratory
purposes.



that makes it easy to figure out the category an account fits the best. At the same time, we need to keep
the number of categories relatively small, otherwise the process of classification would be difficult and,
more importantly, the analysis would be uninformative. We developed a typology of accounts (aka the

classification scheme), which strikes a balance between accuracy and functionality.

Based on this typology of accounts (we describe it in detail below) you will classify an account
snapshot we created based on the tweets from this account in our collection. Why will you use static
snapshots instead of actual live Twitter accounts? The computer algorithm that we will train (using the
training set you are going to create) will work with tweets from our collection and their metadata, not live
Twitter accounts. To be confident that both you and the algorithm will be working with the same data, we

created snapshots using the same tweets and metadata.

Section 2. How to use this instruction

Although it’s always a good idea to read this whole document again, it can also be used as a guide

where you can find answers to specific questions that you might encounter.

Section 3 contains the fypology of Twitter accounts in a condensed form. It gives you an
understanding of the logic we applied to classifying accounts. In some simple cases (like spam), this will

be enough to classify accounts correctly.

In most cases though, you will need to refer to Section 4 that contains a detailed description of
each classification category. 1t’s conveniently divided into subsections, so if, for instance, you’re
convinced that an account is not a bot but you are not sure whether it’s a community or a transmitter, you
only need to consult subsection 4.6, “Humans”. In the beginning of Section 4, we present an algorithm
that can help you identify the category an account belongs to even in the most complicated cases. In
addition, you can find a picture example for each category in our typology in a separate file called

Library.pdf, and compare how much an account looks like the examples we provide.
Our classification of political orientation is found in Section 5.

Section 6 “The recommended coding procedure” describes how to organize your work in the most

efficient way, not to make mistakes when filling the tables, and correctly save and send out the file.

Finally, Section 7 contains important instructions on what is allowed and what is not during the

coding process, as well as the FAQ. Make sure you read this section before you get started!



Section 3. General typology of accounts on Twitter

(The numbers after the dash correspond to the code that we assign to each category of accounts. It is this

code (number) that should be entered into the Excel files.)

e Official institutional accounts — 1
e Bots
o Single-content:
= Retweets —2

=  Pictures —3
=  Videos -4
= Text:

e News headlines
o Text with links — 5
o Text without links — 6
e Other text—7
o Diverse content — 8
e Cyborgs-9
Humans
o Transmitters— 10
o Personal accounts — 11
o Communities — 12
Spam — 13
Deleted— 0
Suspended— 99
Protected— 999
Never twitted — 9999

oOoonoe

Section 4. Classification categories

Below, we present detailed descriptions for each classification category. In the description, we
use the same reference codes as in the general typology found in Section 3. You will need to enter these

digital codes into the Excel files (for details, see Section 6).

See picture example for each category in “Library.pdf”.

4.1 Unavailable accounts (CODES 0, 99, 999, 9999)

THE DESCRIPTION OF THIS CATEGORY IS RETAINED FOR THE PURPOSES OF
COMPLETENESS OF THE INSTRUCTIONS AS WELL AS FOR HISTORICAL REASONS. AS YOU
WILL BE WORKING WITH STATIC SNAPSHOTS YOU WILL NOT ENCOUNTER ACCOUNTS OF
THIS CATEGORY!



So, the first thing you will need to code is whether you have access to the account, and, most

importantly, if not — then why.

An account could be suspended. In this case, you will get: https:/twitter.com/account/suspended

in the address bar of the browser where you enter the account address. The code for these accounts is 99.

Another option is a deleted account (if you try to visit its webpage page, the account address will
remain in the address bar, but the page will say “Sorry, that page does not exist!””). The code for these

accounts is 0.

The third option is that an account is protected from viewing, that is, only its followers can view
it. This is indicated as follows: “@ Dunyasha A11's Tweets are protected”. The code for these accounts is

999.

Finally, the fourth option is an account that hasn’t tweeted yet (Twitter tells you this much:

“@absametov has not tweeted yet”). The code for these accounts is 9999.

4.2 Official accounts (CODE 1) and spam (CODE 13)

After opening an account, you should first evaluate whether there is any meaningful content at
all. If all you see are links to online gadget and game stores (sometimes with hashtags or pictures) or
gibberish, then you found a spam account that you should label with code 13 (look at an example in the
Library.pdf). Sometimes, accounts switch to spam after posting more meaningful content. It is worth,

therefore, to scroll through all available tweets from the account.

If there is meaningful content, check to see if it’s an official account. We consider any account
held by an organization to be official, be it a state organization, a private firm, or a political party. Many

accounts of this type (but not all) have a blue checkmark. The code for these accounts is 1.

In order for the account to be considered official, it must satisfy two key criteria. First it must
represent an organization and not a person. Second, it must be maintained by the organization itself (i.e. by
one of its employees), and not by someone else. Your task is to indirectly assess the account's compliance
with these two criteria. For example, a link to the organization's website can serve as evidence on the

second criterion, but it is not necessary for this criterion to be met.

The most frequent type of official accounts that you will encounter are media accounts (for
instance, the accounts of newspaper Kommersanf). At the same time, the accounts of Kommersant
journalists should be classified as personal accounts (codes 10 or 11). Numerous bots that simply post

Kommersant headlines but are not connected with it in any way should be classified as bots (codes 2 — 8).


https://twitter.com/account/suspended

A few additional examples. Accounts of famous people, for example, Alexei Venediktov, or even
Dmitry Medvedev, should be classified as personal accounts and not as official ones. At the same time the
Kremlin’s Twitter, for example, should be classified as an official account, because Vladimir Putin does
not write these tweets, and it only contains news headlines from Krem/in.ru. Similarly, accounts of Echo

of Moscow and the Russian Government would belong to official accounts.

4.3 Single-content bots (CODES 2, 3,4,5,6,7)

If an account belongs to neither spam nor official categories, you should first look at the type of
content that it posts: are all tweets similar to each other? If all the tweets are so homogenous and similar
that there is no doubt that they were written by a robot (for example, only news headlines like “Putin to
visit China” are posted, or all tweets contain pictures with captions, or every tweet is a link to Youtube
vidoe without any comment), and not by a human being, the account belongs to one of the following

categories:
e Only retweets — code 2
e Only pictures — code 3
e Only video — code 4
e Text:
o Ifit is news headlines or something similar
= and it contains a link to the news story — code 5
= and it does not contain a link to the news story — code 6
o If'this is any other text, from jokes to quotes from Brodsky, with or without links — code 7
Within this category, the main pitfalls for correct classification are as follows.

First. While the attribution of an account to categories 3 and 4 (“pictures only” and “video only”
bots) seems obvious at the first glance, “retweets only” can be tricky because the retweets can contain
text, links, pictures, or videos, in various combinations. The distinctive feature here is that the owner of
the account has not written any tweets of her own (nor any replies to other users). To confirm this, it is
worth scrolling several screens down to see whether there are any tweets with this user's profile picture,
and not someone else's. If you do find such tweets, look below to discern which category (8, 9 or 10) this

account belongs to.



Second. Continuing on “retweets only”: what if it’s a human being rather than a bot who is
retweeting? Generally, this problem can apply to any type of bots, for example “pictures only”” and “video
only” bots. But in those cases, it is usually easy to see that the account has no signs of a human present,
but simply is an RSS feed put on Twitter. In the case of retweets, it could be more complicated. After all,
there are people who do not write their own tweets, and retweet strangers. In this case, it is worth paying
attention to other characteristics of the account. Does the (nick)name appear to belong to a human being?
Does the profile picture look like a real photo or a picture chosen by a human being? Is there a link to a
profile on VKontakte, Facebook, etc.? Does the account have many followers and do they look like
human beings? How much and how often does the account retweet? The attached “Library.pdf” will be

especially helpful here.

Third. Which text is considered news? Headlines like “Shoygu briefed Putin on the readiness of
the Northern Military District” are easy. It’s harder with things like “Vladimir hosted of Moscow
honoring City Day”: some bots post news headlines with missing words. You will therefore need to

discern that something is a news headline or a quote, even if it is distorted.

Fourth. Bots with news headlines that post links to news stories can, for example, post links to
Kommersants official website, but they can also post links to an unknown website with lots of ads and
articles that were re-published from Kommersant. In this case, it does not matter: both fall in the category

of news headlines with links. It's important not to confuse an unauthorized bot that posts links to an

official website and an official authorized Twitter account (for example, Kommersant's account).

4.4 Bots with heterogeneous content (CODE 8)

If the content of tweets and user information clearly indicate that the account does not belong to a
human being, but the tweets vary in terms of the content they post, then the account most likely falls in
category 8, “bots with diverse content”. Usually, they consist of a combination of news headlines,

retweets, and pictures.

What could these accounts be confused with most easily? With cyborgs. Bots with diverse
content post a variety of different things, and among the stream of automatically generated tweets (see
below on cyborgs) you might miss some original text clearly written and posted by a human being. If you
doubt the originality of the text — even something mundane, like musing about the weather — you can
google it: an original text will not be found anywhere except for the account you are looking at. If an
original text exists (but is surrounded by a stream of tweets clearly generated by a bot), you are dealing

with a cyborg. If there is no original text at all, it is a bot with diverse content.



4.5 Cyborgs (CODE 9)

Cyborgs are accounts where content that is typical for bots (either single-content or diverse) is
occasionally interspersed with original text purposefully written by human beings (for example,

meaningful answers to other users).

It is important not to confuse cyborgs with the so-called trolls. The latter are human beings who
write tweets to provoke others, for money, or fun, or out of conviction, whereas the former are primarily
bots, with only a small part of their tweets containing real human interaction or writing. The code for

cyborgs is 9.

4.6 Human beings (CODES 10, 11, 12)

Finally, if you do not see any signs that it is a bot, perhaps it is really a human being? A human
being on Twitter would usually have an informative profile which says something about herself, a
moderate amount of meaningful and varied tweets, and other signs that you will surely recognize without
additional explanation. Most of real human beings on Twitter belong to category 11 (personal account) in

our typology. Two categories are exceptions.

First, there are accounts that only feature links to the content posted on other social media
platforms (for example, check-ins on Foursquare, or pictures on Instagram). These are transmitters, their

code is 10.

Second, although it is not as common on Twitter as it is on other social media platforms, there are
community-like pages. Often, they feature tweets about some city or a city district. They usually mix
original tweets with news headlines about the city from the press. If an account looks like a news and

information board about a city maintained by one or more moderators, this is a community, code 12.

Section 5. Political orientation

We are interested in the political orientation of all accounts. To encode the political orientation,

we use Latin letters:

1. Pro-Kremlin: K



2. Pro-opposition (Russian domestic opposition): O
3. Pro-Kiev: U
4. Neutral / Non-political / Uncertain (tweets represent several different orientations): N

Spam is automatically classified as N

What NOT to do: read every last tweet in the snapshot to determine if the author supports Putin

based on cat memes and other irrelevant content.

What to do: if an account is 1) primarily about politics and 2) takes very strong, consistent and
explicit position on political matters, then your task is to define and label this position. If the position is
not strong, is hard to pinpoint, or the account is non-political altogether, it falls in the neutral category

(N).

If you are convinced that an account has a strong and consistent political orientation, be careful to

choose the right classification for it.

For example, accounts that criticize the Kremlin might be doing this primarily in connection to its
activities in Ukraine, and then they belong to the pro-Kiev category U (this includes Ukrainian patriots of
all stripes). Accounts that support or cover events from the point of view of the Donetsk and / or Lugansk
People's Republics do NOT belong to the pro-Kiev category, since they represent separatists fighting

against the central government in Kiev.

Other accounts also criticize the current Russian leadership, but focus on Russian domestic
politics (for example, corruption in the government or repressions against the opposition). They fall in the
category of pro-opposition accounts (O). This also includes supporters of various Russian opposition

politicians from Navalny to Khodorkovsky, and so on.

All accounts that support Putin, Medvedev, United Russia, or that are against the opposition and
support the Donetsk People's Republic, the Lugansk People's Republic, the National Guard, “the faith, the
tsar, and the fatherland” belong to the pro-Kremlin (K) category.

Politically colored accounts that do not fall under any of these types (for example, the accounts of

the Belarusian opposition), should be classified as neutral (N).

Section 6. Recommended coding procedure

L. Create a folder called “Twitter_project” on your computer. If this folder already exists, proceed to

the next step.



Download the Excel file that we emailed you with words “coding_form” in its name (at different
stages of the project, a stage identifier will be added to it). Save this file into the “Twitter project”
folder. Download and unzip the static snapshots (html pages that artificially recreate accounts
using data in our collection).
Open the Excel file. It contains a tab with 3 columns: Account, Code, Orientation. The Account
column stores account IDs for the accounts you’ll need to classify. The remaining columns are
empty, and you will enter the codes you assign there:

e Code: you enter the numerical code indicating the account type here;

e Orientation: you enter the Latin code indicating the political orientation of the account

here.

Print or open on your computer two classification charts (see attached) and keep them around, as
they will help you figure out accounts’ category and orientation more quickly.
Open the snapshot corresponding to the first account ID in your Excel file.
After determining the type of account and its political orientation, enter the required codes in the
Excel file.
Save the Excel file.
Navigate to the next account.
After you are done coding all the accounts, save the Excel file again and send it to two addresses:
denis.stukal@nyu.edu and sanovich@nyu.edu, indicating in the body of your email how much

time you spent coding this portion of accounts in hours.

Section 7. Important rules and FAQ

1.

If you see unreadable gibberish when you open html files with snapshots, this might be due to
conflicting encoding settings in our browsers. You need to change the encoding to Unicode
(UTF-8).

How to do it?

e Chrome: https://support.google.com/chrome/answer/95290?hl=ru

e Safari: https://support.apple.com/kb/PH21424?locale=ru RU&viewlocale=ru RU

e Opera: http://forums.opera.com/discussion/1789662/kak-pomenyat-kodirovku-veb-stranicy-
v-operal 8/pl

Some tweets do not look like tweets. Instead, you just see a plain text. This means that these
tweets or the entire account have been deleted. You should not ignore them under any

circumstances! Here are two examples of how to spot and code them.


https://support.apple.com/kb/PH21424?locale=ru_RU&viewlocale=ru_RU
http://forums.opera.com/discussion/1789662/kak-pomenyat-kodirovku-veb-stranicy-v-opera18/p1
http://forums.opera.com/discussion/1789662/kak-pomenyat-kodirovku-veb-stranicy-v-opera18/p1

In the first example, it is easy to spot two tweets with news headlines between tweets containing
only hashtags: one with a link (underlined in red), the other without. (This account thus belongs
to bots with diverse content).

GazetaRu #Nemtsov #IHP 2JIHP #Horopoce ZATO #Vrpanma #Jondace #Jonenk #/lyranck #Heumozs

Tareana byrmna ([@a45955148) 2015-03-01 06:19:46

EchoMskNews #Nemtsov #][[HP £]THP #Horopo #ATO #Vipanna #ontace #Jorenk #]lyranck #Hemmor

Tareana byrana ([@a45955148) 2015-03-01 06:19:47

Horeux #llyranck #Xaperoe #0gecca #MoCHAMVE 3TOT cBOeH cMepTeio He vapeT http:/t.co/MsTwEMREKY] .

Tarpama byvanna (@a45955148) 2015-03-01 13:34:29

IIvtua tpedver aeTomomuEn x1a Jorbacca http://t.co/CglrecDoku. .. #Knee #{omenx

Tareana byaana ([@a45955148) 2015-03-01 13:34:30

[Tytuny nneeats Ha cvapdy pycckax B Horenke . Bopuc Henmios

Tareana bynmma ([@a45955148) 2015-03-01 15:35:19

Ukraine #¥Ykpaina # Yipanna #Jomoacce #poccna #pg #uyran #OBCE #HATO #CIIIA #TeppopHam

In the second example, a bot is retweeting both accounts that are still available and those that are
already deleted. In this case, both deleted and available tweets point to the same category of a bot

with retweets, although they look different.
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ﬁ Co6opHana YkpauHa!

| @soborna_com

MNMopolweHKo No3apaBuaK AUAEPL! MHOTUX FOCYAapcTB
Mupa, a MyTuH — HeT tinyurl.com/lwh66py

11:24 AM - 24 Aug 2014

« 939 W1

?\,‘ Banepa KoHuanoe
| d @ValeraKonchalov

[la v HasanbHbli - 370 uenosek MyTuHa. MNoTom
BCMOMHKUTE MOW CNOBa.
11:37 AM - 24 Aug 2014

« 133 $2

RT @GOSDEP1USA: [Tytun ":adein” nozgpaeuts Yepauuy ¢ Jaem Hezapncmvoctn hitp:/'t.coTHIGIMSVUH ..
http://t.co/ wHOCSGDMyvw

By HHY (@Hy_u_Hyyy) 2014-08-24 15:42:11

RT @ReggacMortis]: [Ipaayaan KoHCIHPOIOTHIeCKVED BepCHED, IT0 [y THH Tak clIadeHBO H DeCIoNs3HO BEEI BOMCKA. IPOCTO
YTODEL BATY IO 00€ CTOPOHEIT. ..

By H HY (@Hy_u_Hyyy) 2014-08-24 20:54:14

a Alex Doppelkorn
@yttytt

Boobuwe, Poccus He MoxeT nobeanTs. YkpauHubl
CpaxaroTcA 3a CBOK cTpaHy. A MyTuH 3a uto?
4:42 PM - 24 Aug 2014

« 133 $2

RT @kozakmamai: Hctopua naunnaet noetopareca. To kak 0sr10 B Ueune. [Tytun u Ko Hauunaet Opocars B K10 NPHIEEHHEDE-
cpounakoe oT 20 go 25 me. .

vy H HY (@Hy_u_Hyyy) 2014-08-24 21:16:54

3. Before sending out your Excel file, please make sure that all the cells are filled. Additionally,
please make sure that you had not accidentally put a non-existent code in the political orientation
(for example, by hitting the adjacent P instead of O on the keyboard).

4. If you are encountering an account you already coded, please code it again and do it
independently of the previous attempts. You can encounter the same account twice for two main
reasons. First, to check whether the coding is consistent.” Second, to recode those accounts that
caused the most disagreement between coders at the previous stage of the coding.

5. We urge all participants to work independently and not discuss their coding with other participants.

Methods for measuring intercoder reliability rely on the assumption that coding decisions are

* In social science, we distinguish between three types of reliability: the weakest one (aka consistency) demands the same results when the object
is coded multiple times by the same coder; the medium one (intercoder reliability) requires the results to be identical for different coders coding
the same object; and the strongest one (precision) requires the coding results to concur with a exogenously determined gold standard.
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made independently. If coders discuss their work with each other, this assumption is violated and
we get biased intercoder reliability estimates.

6. While working on the project, do not communicate in any way on Twitter with either people or
cyborgs or bots that you were assigned to code. Any study involving interaction with people
requires the approval of the ethics committee (called IRB’). We did not request such approval as
we do not expect or need to interact with the owners of the accounts we study. Therefore, any
communication with them will put us in violation of research ethics rules.

7. Do not change in any way letter and number codes you use. For example, Latin (!) letters N, U, O,
K are used to code political orientation. Please do not replace them with Russian letters. This
severely complicates the processing your results.

8. Do not put more than one code in each cell. If you have doubts about the code you assign, please

indicate that in your email to us.

* https://en.wikipedia.org/wiki/Institutional review board.
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. . . . No, the account consists almost exclusively of spam,
Appendix D: Twitter Accounts Does the account contain anything other than spam, ads, or p ibberish
Classification Algorithm gibberish? ads, or gibberis
Yes If the same text is repeated over and over

again in the tweets, the account is not
necessarily a spam. If the text is

Does the account belong to an organization? meaningful and does not advertise
products or services - it is not spam.

- it could be a media outlet, a political party, a government office, a private company or institution, etc.

- this includes news portals, but only if it is a genuine media and not a no-name aggregator whose
content is pirated from elsewhere. If in doubt — look for the information in the “about” section (postal
address, license number, name of the editor-in-chief) Yes

- the accounts of journalists or editors working for a media; a head of a governmental office; a
chairman of a party or a company, etc. are classified as personal, not official accounts

- in case of a doubt about account affiliation with an organization, google (or search on Twitter) the
official twitter of that organization

No
Does the account belong to a human being?
Can you say anything about the owner based on the account content? Can you imagine a friend or a
stranger whose account would looks like this? Yes, these are tweets and/or
Pay attention to: retweets by a real human being
- the profile picture of the user, their (nick)name, and bio \
- the ratio of followers to friends Does the account consist almost exclusively of
- links (in the bio and in tweets) to accounts in other social networks links to posts on other social networks?
- content of the tweets (google if in doubt whether the text is original) - check-ins on Foursquare, pictures posted on
- which users the account responds to and whom it retweets Instagram, etc.

No, it is a robot Yes No

Does the feed of automatic tweets and retweets contain Transmitter Is it a community?

any original, purposefully-written text? It does

- typically, in replies 10 - tweets and retweets on a

single topic (for example, one
- Google the text to see if it’s original or not ¢ & ) pic P
own

- includes original text

No No, there are, for example, retweets
and ordinary tweets; tweets with Bot with diverse - looks like a town news board
and without pictures, etc. content maintained by real human
Do all the tweets have the same format? .
being(s)
8
Yes If the account does not match

these criteria, and is clearly

Are all the tweets retweets? .
not a personal account either,

- retweets have a different profile picture than the Yes Bot with retweets go back to the choice between

account (or, in case of deleted tweets, they begin with RT) bots and cyborgs

. 2
- the content of retweets doesn’t matter (it could be

pictures, video, text, replies to other users, etc.)

No
Yes Bot with pictures
Do all the tweets contain a picture? No Yes
3
No
Personal account Community
Do all the tweets contain an embedded Yes Bot with video
video? 11 12
4
No
Do all the tweets contain news headlines or quotes from Do all the tweets include a link to a news
news stories? story? Yes Bot with news headlines
“Putin to visit Beii ; th” (headli Yes o _ ) _ _ (with links)
- “Putin to visit Beijing next month” (headline) - in this case, it doesn’t matter if the link goes to
- “Putin is preparing for his first official trip to Beijing” (quote) the original media source or to a republished 5
- “Putin visit Beijing” (key words) version

| )

Bot with other text

Bot with news headlines (without
links)

6



Does the content of the account have a distinct political leaning?
Pay attention to:

- the ratio of political to non-political tweets (there should be more
political ones)

- the nature of the political tweets (calls to action, accusations,
denunciation, etc., not dry news reports)

Appendix E: Twitter Accounts
Political Orientation
Classification Algorithm

No

Yes

Does the account broadcast one particular point of view?

This could show itself by:

- posting only positive messages about a certain political leader, party,
or country

- regular attacks against a certain political leader, party, or country

- if the account contains primarily retweets, these would be retweets
of supporters of one particular point of view, members of one political
party, etc.

Yes

Is the point of view that the account broadcasts expressly supportive
of the current Russian leadership and its policies?

For example:

- supporting Putin, Medvedev, United Russia

- support for the DNR, the LNR, Novorossiya, the annexation of Crimea
- denunciations of the United States, Ukraine, other countries

- accusations against the opposition, liberals, “foreign agents”, etc.

No

Yes

Pro-Kremlin

K

All accounts in Category 13
(spam) are considered neutral
(label them as N)

No, the account presents
points of view of different
political camps

Is the account devoted primarily to supporting
Ukraine in its conflict with Russia?

- Ukrainian patriotic accounts

- (Euro)Maidan supporters accounts

——— - accounts dedicated to the criticism of Russian

actions in Ukraine, including Crimea

No

No, the criticism of the

current Russian
leadership is based on a
different rational

For example, Russian
leadership is criticized by the
Belarus opposition for
supporting Belarusian
President Lukashenko

opposition?

Yes

Does the account broadcast criticism of the
Russian government by the Russian (domestic)

- information on corruption, human rights
violations, restrictions of political and civil liberties,
problems with the economy

- accounts of the Russian opposition (from socialists
to liberals; including those in exile)

- accounts of journalists and bloggers who are
sharply critical of the Russian leadership

- criticism of the foreign policy may include the
actions in Ukraine, but isn’t solely focused on them

Yes

Pro-opposition




Appendix F:
Library

August 7, 2016



0. Deleted

https://twitter.com/AFitinsky/with_replies

L 4

Sorry, that page doesn’t exist!

You can search Twitter using the search box below or return to the homepage.

Search for a topic, full name, or @username

Dansk Deutsch Engish EngishUK Espsfiol . Seomi Fipno Franga nnay &3 Magyar
Bahasa indonesia Halano F#@ GBI BahasaMelayu Nederands Morsk Poiski Portugués Pyccewii Svenska
smnilvn Tirkge

016 Twiter About Help  Stafus




99. Suspended

https://twitter.com/account/suspended

€ Home  § Moments 4@ Notifications o Messages L 4

Account suspended

This account has been suspended. Learn more about why Twitter suspends accounts, or return to your timeline.



999. Protected

@ tHome § Moments 4§ Notifications ) Messages 1" 4

TWEETS  FOLLOWING  FOLLOWERS  LIKES

48.5K 88 252 105

Imma Star & @Dunyasha_A11's Tweets are protected.

@Dunyasha_Af1
- - Only confirmed followers have access to @Dunyasha_A11's Tweets and complete profile

|INOT GONNA GET US || #LLauiko04 Click the "Follow” button to send a follow request.
#FCBarcelona #FCZenit #BraziNT

#RusSIaNT || MAY THE ODDS BE EVER

IN YOUR FAVOR|| @ @_fuckingloser_

L 4

Q saint-Petersburg
[£] Joined January 2012

reet to Imma Star



9999. Never twitted

0 Home ’ Moments Q Netifications }" Messages w Search Twitte

L

@absametov hasn't tweeted yet

maruf absametov
@absametov

#, Tweet to maruf absametov




1. Official accounts

» Belong to known institutions: party, media outlet, etc.
(Regional Vesti in Sochi)

oMK,

TWEETS ~ FOLLOWING  FOLLOWERS

271K 52 3,604

Tweets — Tweets & replies  Photos & videos

Bectu Coun

@Vesti_Sochi BecTH CoNM (@Vesti_Sochi - 2m
ToMbKO aKTyarnbHbIE, CBEHME. B Coun bea ceeta ocTanyTcs kuteni 10 ynuy vesti-

HOCTOBEPHbIE 1t HHTEPECHBIE HOEOCTH
Coum. ¥ Hac Bbl yaHaeTe 000 Beex
FOPOACKIX COBBITUAX.

sochi tv/obshhestvo/385.

Q Coun
& vesli-sochi.tv
Joined July 2011

T/, Tweet to Bectu Coun

2 1 Follower you know

!gl’!j

BecTh Coun @Vesti Sochi - 42m
Couu coBepeT PeKOPIHOE UNCTIO YUACTHKOB BeeMupHeix . vesti-
sochi tv/obshhestvo/385.

BecTh Coun @Vesti_Sochi - 1h
3uma B Coum: ropokaHam NpejnaraioT NansTo Co CKUAKami vesti-
sochi tv/obshhestvo/385.

BecTh Coun @Vesti_Sochi - 1h
B Coun JOPOKHUKN NUKBAMPOBANN MOLTONMEHUE Tpaccs! .. vesti-
sochi tv/proisshestvija.

BecTh Coun (@Vesti_Sochi - 20
B Coun nogTonuno dreieparbHyto Tpaccy M nog3emHsii ... vesti-

e e




1.1 Official accounts

» Link to a professionally-maintained community, not your
average Livejournal community
» Note also a clear pro-Kremlin orientation

Tomm  Ummaemme  Uararems  Hpamares  Crmciar
3066 548 20303 21 37
OGpa3 Poccun
@ObrazRussia OTkpbiTas Poccna W Follow
@ObrazRussia e
HsSpasiie niepeseaermsie crarsn o Pocem  sapybesne CMH Russia Poccrn
£0BpazPoccan “RuOpen [ea cammuta  MyTus 8 ragkoii ponw bitly/1Hn7azJ

Russia #Poccus #O6pasPoccun

5:20 AM - 10 Jul 2015
& http:/inu-open livejournal com
Dea cammuTa nossonsioT MyThHY o...
Kaapbl, Ha KoTopeIX MyTHH PAAOM C
MMBEPaMU APYTIX KDYTHEIX TOCYAAPCTE
NOAMHCHIBAET SKOHOMM-ECKHE CAENKH

() Tara perscrpamt: February 05. 2015

“« B3 9

OTkpbITan Poccus ¥ Follow
@ObrazRussia SE—
Mpumakos ynpaenan Oel Poccueil TOUHO Tak xe, Kak 310
nenaet MyTuH bit_ly/1JjfS6S #Poccus #06pa3Poccun
3:40 PM - 29 Jun 2015

“« 5 e

OTKpbITan Poceus ¥ Follow
@ObrazRussia —

TpuMakos npasun Gbi Poccuelt kak MyTus bit ly/1KkbrM2
#Poccun #OBpasPoccin
2:22 PM - 27 Jun 2015

# | Mpumakos npasun 6b1 Poccuel Kak...



2. Bots: RTs

Retweets of any content: text, pictures, videos, replies. Most
consistently politically charged bots are RTs

TWEETS  FOLLOWNG  FOLLOWERS  LKES

1,236 247 53 61

- Tweets Tweets & replies Photos & videos
Oaneukun Buktop
@daleckiy_v

T, Tweet to fane: Bukrop

Ranewyii Bu

Wropi KopoTdeHko (i

Mar 14
UWeh Mocaena CLUIA pacckasan, 4To MOFTIO CRYMATLCA € HaceneHHen
Kpeiha ecnut Gl MONYOCTPOB OCTancA B cocTase YKkpauHbi

(& 19 Photos and videos

3 3ARBAEHWS FOCCEKPETAPSI KEPPH O IPABAX YEAOBEKA B MMPE
HA 28-4 CECCMM COBETA OOH 10 N1PABAM MEAOBEKA B JEHE!
B KPbIMY M B NOAKOHTPOAbHbIX
CEMAPATHCTAM PAHOHAX HA
BOCTOKE YRPAUHDI ysupaioT
MYRY! AETEW. UX | A

Tckn
'* YL
®

E WH, KEHLUMH M
MNbITAIOT. NOABEPTAIOT
ﬁ M3AEBATEABCTBAM CERCYAABHOTO
¥ CAMOMAEHTH®MKALMM U
PEAWrHO3HBIX BO33PEHHH.

[ nanewni Bucrop Retweeted
RT Ha pycekom GRT_rus:

Mar 14
Tnaga NIHP He NoHMMaeT, 3auen OpOLLEHKO CHavana MpOCHT O Mupe,
a 3aTew 3akynaeT opyxute russian. rt.com/article/79476

View summary

Ranewyii Bu

Xonoawslit Kantépumk i_kapter - Mar 14
¥ @B Korna yxe Ha Sxe GyayT HODM ONPOCH, BPOE, CKOM&KO FOBHA B
coxpeTe Ha 30 MyTuHy.



3. Bots: pictures
Labor-intensive bots: require uploading pictures directly to twitter

BukTop Cepreesuy TWEETS  FOLLOWNG  FOLLOWERS  LKES
@ uh 9,557 2,955 2614 932

& tuitter com/ViktorSuh

T/, Tweet to BukTop Cepreesus

[E3 7,791 Photos and videos

BuKTOp Cepreesuy (\VikiorSuh - 4h
AuTpuit Mezgees: OcHoBa 0BLECTBEHHBIX TPUEMOB —

BHUMATEN5HOE OTHOLLEHME pyKoBoauTeneii #EP14

BuKTOp Cepreesuy (\VikiorSuh - 4h
Meggenes noceTuT KuTai B pamikax 3aceaHus (Mg npasuTensCTe
LOC divr.i/CtnXGR




4. Bots: videos

Usually, embeded vidoes from Youtube

Oner Uckumxu
@iskimzhy

Oner Uckumxu
@iskimzhy

Mpexae scero Mbl Mo

& teofiskimzhy

TWEETS  FOLLOWNG  FOLLOWERS  LKES  LSTS
116K 97 301 69.5K 2
Tweets Tweets & replies Photos & videos

Oner Uckumxm (iskimz

’ KoHcTaHTuH CeMVIH ArvTnpon ot 28
Hosbpsa 2015 roga
youtu.be/G5gTp8hWKVM

View transiation
B vouTube

KOHCTaHTUH,CEMUH=ATUTTIPON OT 28 HOABPS 201

ol

AruTnpon ot 28 HoAGpA 2015 roaa

ATMTIPON OT 28 HORGPR 2015 foRa YAp B CMUHY OT 3PAOTaHa HeCTyYaiHo
COBNAN N0 BPEMEHN C YAYWAOLLMM NPUEMOM NPOTUE Kpeila. MOXHO CKoMeKo
YroAHo yKaskisaTs 3anaay.

View on web
914 AM - 1 Dec Details
Hide media
Reply to @iskimzhy

Oner UckmkM (Diskimzh
’ Pycckuit acToHel, n3 Hugepnavgos
youtu.be/ZnvT_BkCyxl|

View media



5. Bots: news headlines with links

These links go directly to RIA; others go to news agregators

TWEETS

8,616

FOLLOWNG  FOLLOWERS  LKES  LISTS

909 1,069 1 3

Tweets Tweets & replies Photos & videos

Huk HekpacoB
@niknekrasov

SHOeKC - NTHUA ropaas. MoKka He kel
- He NONeTHT. 3apaboToK 8 MHTEPHeTe
CEO. Coly. ceTn. duHaHce
MyTewecTsus. #FollowBack

e

Q CankT-MeTepdypr
& mebeloko.ru
{51 Joined April 2013

& 9 Photos and videos

e ®

e

crsou! Hacrymae
n.Hineye Xpnere [QR—+
‘acxoro s B >
S ——

e ®

HUK Hekpacos @rniknekrasov - 20m
HOBOCTIH AHA. YTIOKAEB: BEPORTHOCTS MPOA3MBaPro Poccut
OTHOLLIEHMN YKpauHs! BLICOKa OW.ly/38xYCo

View summary

HuK Hekpacos @niknekrasoy - 2h
H0BOCTH AHA. [ NPOANANa B | uTexun Hynesylo cTasky HC Ha
aBuanepeso3ku B Kpuim owly/38xFsh

View summary

HUK Hekpacos (niknekrasoy - 4h
HOBOCTY [IHA. "  "ABuacanoH" GyayT coTp: LB
OpraHit3aLM BLICTABOK OW.ly/38x00T

View summary

HuK Hekpacos (niknekrasoy
HOBOCTU 1HA. Me/iBe/ies: Haflo BecTU paGoTy B pamkax
NPeANpUHIMATENCKOR MHALNATUBS! OW.Iy/38X9ZY

View summary

HUK Hekpacos (niknekrasoy - &h
#HOBOCTH AHA. CPeAHeB3BeleHHbIit kype Aonnapa Ha ETC Ha 11.30
MK ynan Ha 47,9 koneitk ow.ly/38WYy0

View summary

HUK Hekpacos (niknekrasoy - oh
5 daily unfollowers. Crowdfire doesn't miss a trick - via
crowdfireapp.com/2r=td

View details



6. Bots: news headlines without links
Pure text news

TWEETS  FOLLOWERS
4

5,846

- Tweets Tweets & replies
Epmonan
@a52028212 EpMonait (7252028212 - 2h
fextarea p 3@ POCT LieH NOCNe AHTUTYpeLIKIX CaHKLWii OTBETAT Tkaues
class=ProfileHeadercardediting- MarTypos
measuringField/p /div div

class=ProfileHeaderCardEditing-location
ProfileHeaderCardEditing-item , B

Epmonai (1252028212 - 2h

MpeanaeHT Harpaaun XasaHoea opaeHoM «3a 3acnyri nepea
OTevecTeom»

Q HosokysHeuk

Epwmonaii

028212 - 2h
3aKoHOMPOEKT 0 3aNpeTe CyXoro ankoronA BkecyT & 7] Ao Hosoro
ropa

EpMonan (252028212 2h
PYKOBOACTBY CMIeLiCTPOR BLI0BYT «A0KTOpa»

EpMonan (252028212 2h
Mesay Cuunnoii it Xapu6aoi

EpMonan (252028212 - 5h
Meggenes noceTT KuTai B pamikax 3aceaHus rmas pasuTensCTe

EpMonan (252028212 - 5h
Map KpacHoapa 0GLACHIN YBOMsHeHie BCeX CBOMX 3aMOB
«nepe3arpy3oit»



7. Bots: other text

News interspersed with unrelated content, such as famous
aphorisms

TWEETS  FOLLOWNG  FOLLOWERS  LKES

1,157 1,154

Tweets Tweets & replies Photos & videos
KanutonuHa CynemaHoB

FUTIAE T & Kanuronuka Cynewmaros jusan - 2h
Inrei (DJ) Yero Bce BLIMEPIH CYBOPOB. OTAMUAIOT OT GONM 3eMrie, Ho
Q OcutHan
£, Tweet to Kanutonusa Cy; F] Kanuronusa Cynemaros
Bl 570 e won Taiiva

(& 220 Photos and videos

KanuTonuka Cynemaxos elusan - 14h
CueHapucT «naauaTopa» BO3LMETCA 3a Cepuan o MOCKOBCKOM
npecTynHocTn 1990-x

Kanuronuua Cyner
‘Apam Cnopo6aes h
RT [, X0IO He MOHAN, 4TO Hal HAM CHeANCH

® Kanv

nuka

1. Jakeem Faro myremymeruge - Nov 30
!. pbi3Te AepeBo Nock 3aGexani Bo ABOP W YETLIPEX Nap.

=) Kanutonuka CynemaHos elusan - Nov 30
Al Toii HoBoi, nuBepankHOii cpefe, B HO OH 3HaKOMUNCA Aenanca

Kanutonuka CynemaHos san - No
Poccua oborHana Typunio u B PeiTUHIE.




8. Bots: diverse content
Mix of different content type: RTs, videos, text, etc.

TWEETS  FOLLOWNG  FOLLOWERS
2

556 1,128

ATAMAH JIKOfA (Atamantjuda - 12 May 2014 few transiation @
ATAMAH ITIOOA MepKeri rpo3uT Poccui "MacCHBHBIM” yLepBOoM U3-3a NosnLym o
@AtamanLjuda Ykpaute 1prime.ru/Politics/20140.... ¢ nomowsto @1prime_ru

B EAVHCTBE CUNA

[ Joined November 2011
ATAMAH NIOPA @Atamantjuda - 12 May 2014

7 Tweet to ATAMAH TIORA CX0PO 60POAATLIE KeHULMHLI BOIMABAT aMepUKaHCKYi0 apuitiol Ypa
Topapuuyl

(@ Photos and videos
- .

ATAMAH MNKOAA (@ Atamankjuda - 12 May 2014
Bopoaaran ¥eHlUHa 4ana POCCHU MOLLEUMHY.
snob.ru/profile/25239/

ATAMAH MIO[IA (Atamanljuda - 12 May 2014
PONVIK 0 ToM, KakiM AOTKeH GiTb POCCMICKAIL CONAAT, NOABUNCA Ha
YouTube ria.ru/defense_safety... ¢ noMoLLt0

View summary

ATAMAH MTIOJIA Retweeted

Cepreii Llo# (@SergShymkentski - 7 May 2014

#CnagsHck #[loHeLik #Tlyranck #XapbKkos #Ofecca #Kpamatopck
oprioska #[IHP #Hogopoccita #10roBocTok #pedhepenaym #peTeut
T

- 23 ropam 6eaHOThI; Ka,
xaoca, MaflaHoB, (hawmama u




8.1 Example: Bot with diverse content, not a human
Livejournal link goes to generic news account, nothing personal.
Twitter content — Moscow region governor Vorobyev promotion
(=pro-Kremlin), nothing personal

Temrsr Unraewste  Umrarems  Hpapmres  Crmckm

OANHUOBCKMI
¥ @odintguy

OnuunoBckmii #B0opoB88 | Mbl AOKHSI CBOSBPEMEHHO FOTOBUTL

Typy M0A HoBbIE )
#TIpamanTluins #MO #TI0AMOCKOBbE
6:54 PM - 25 Sep 2014 - OMHLI0B0, Poccis, Russia

@odintguy

« 5 e
@ http//edintguy livejoumnal.com
[ Mara perscrpamma: May 29. 2014 N E—
OAuHUOBCKMit W Foll
® @odintguy S

#BopoGbee: B GKaiLLee BPEMS Mbl UCTPEBUM
KYMLTYDY BOPOBCTEA YIPAENAHOLLAMI KOMAHUAMM AeHer.
#oamockoebe #[IpAvanTluua

6:46 PM - 25 Sep 2014

« 5 e

OANHUOBCKMI W Foll
¥ @odintguy

#Bopobues; B 2014 roay B MO nocTpoeHo 111
KoTerHBIX #MloamockoBbe #MpAvanlliHua
6:44 PM - 25 Sep 2014

“« 5 v

OANHUOBCKMI ¥ Foll
¥ @odintguy

#BopODLE8: B 3TOM roay Mbi paccenny 100 Gapakos, 8
CRenyMLeH roay Ml paccenui 522. #MoAMOCKOBbe
#MpAmasiuaus MO



9. Cyborgs

Usually: same as bots, but post replies clearely written by humans

w
TWEETS  FOLLOWNG  FOLLOWERS  LKES
6,758 135 131 1,100

Tweets Tweets & replies Photos & videos

WpuHa Benomonuesa
Mpu+a Benowoiiuesa Retweeted
e SO K0, Viadimir Soloviev VRSolovier -2
Uepes 20 MukyT npAMoit b Ha Tenexarane Poccus. He
[ Joined April 2012
nponycTuTe.

vpuna Benoworivesa [N -
€ 76 Photos and videos m dolg132004 @lexusarh2009 Ha MHOTUX phiHKaX AyPAT HaLLEro
= = pata V] RATan 3a ACXasnio BEINAIOT. A Tal HEAIeNo Hasaj el
TONbKO FOTOBUTMCE K CHOPY.

View conversation

Wpnwa Benoworuesa [N =~
mgk_05 @Neskuchniyd11 Gonee Asyx fler.
View conversation

Mpu+a Benowoiiuesa Retweeted
m WUnes Pemecno (iremeslo - 3h
“! Mnamieim nnakansiyukam noceAwaeTcs
<
Tneuesoii MoAC: NoUeMy HeMb3s COMYBCTROBATS POCCHIACKUM
RankHoGoLKaM ruposters.ru/news/01-12-201

Mpu+a Benowoiiuesa Retweeted
© 7~ MNaBpeHTHit Nankiy (RickOreia - 3h
ﬁ A nounTaiiTe npo xo3aua "Loxaa", Cioa M NPOUMX MBepansHsIX
CMM Butiokypoga. TTOCRYXHOM CIACOK 4TO Hago Versia.ru/krovavye-
stran



denisstukal
Pencil

denisstukal
Pencil


10. Humans: translations
Links to author’s posts elsewhere, e.g. on Facebook

TWEETS  FOLLOWING  FOLLOWERS  LIKES

946 154 31 13

Tweets Tweets & replies Photos & videos

Hukonai
HVIKOnaVI
1 love music b.mel6YaWHKBYQ |
Q Moscow
&

wconaii [ - >
fb.me/! 6Xh\P(‘pvk

[ Joined July 2012

(& 21 Photos and videos

wconai [N -
me Om1 1E2VE

Hmmnavl n - No
fb.me/ 45

Hui l7| Noy
':':" ~% & instagram.com/p/92wNsBOpAS/

HVIKOnaVI o)
BNAZUNUp Frussia Cro netwasan & b &
instagram com/p/92wDrbOpAH/
[pyaen 1Tl Mropﬂ n 1 3BecThbiii i

OueHb XOPOLLII YenoBek . OcbuUmansHas cTpakua |
f.me/6BWLOCOYVC



denisstukal
Pencil

denisstukal
Pencil


11. Humans: personal accounts
“Regular”’ twitter account

TWEETS  FOLLOWING  FOLLOWERS

1,013 59 19

. Tweets Tweets & replies Photos & videos
Angelina Zhuckova P
L

Angelina Zhuckova
EEToraerT] B e poccuicioro namepa s Ennre, O penopra

N —— fia rufincidents/2015... ¢ nowoLLsio @rianru

& vk.com/id145585047 View summary

[ Joined July 2011
Angelina zhuckova [ - -

B

3 48 Photos and videos Angeiina zhuckova [N - - °

instagram: ivangelinaa

View conversation

Angelina Zhuckova
@mishacollins not a bad dance, choreographerwho’) )

View conversation

Angelina Zhuckova Aug 2
B 01100 ool Kane Tonbio, o sarap wepes oy we nortc


denisstukal
Pencil

denisstukal
Pencil


11.1 Example: Human, not cyborg
Tweets look like cyborg, but link in the profile goes to a real
Facebook account

Temrsr Unraewste  Umrarems  Hpapmres  Crmckm
162032 237 11360 1396 166

1 ™ nucosckuin & W Follow
@Iis_of_sky S
ThoGmms BT, xak BcE m10x0 & Poccnn? CTOREITS 0% THETOM PEABIMA B METTACITS . B} .
e T moma e e oot TNewitH B 52 rofa Gein "neayWKoR NennHeim" yTuH 8 52
"MONOAOR M SHeprMUHBIi Naep”. AnKoronk Bankuman
10 52 He noTaHeT. MpenuyscTayiol
& https://ww m/profile php?id=100002103357144 811 AM - 12 Jul 2015

Cypry. Xasms:-Mascuiicxaii azt. Oxpyr

[ Mara perscrpammn: May 28. 2015

*EauHan Poccus” 1 "MMpabiit
KTOp”

HYX0HO ROXRATLEA OCMLNANSIX PE3Y TTATOR H perOHANHON
PACKIAMAH, HO O11a B2 Bells OB A YXe Celac.

39701 WTaw. KoTopas, KcTar, Hennoxo cpaBorana (kak
H OpHTIHaTsHaR reBGerIscOBCKas), AaXe TIOR, oy sekoutie

CMOTPAT Ha CTPONA3 11 GO Y/MEREH IV ook,

Canép Boawuka W Follow
¥ @uvanvitiaz —

HaganbHsiit yGexaan, uTo MpasaCeky - Kpemneackuit

M
Ho BADYr Much Hauan CTpenaTs B MyKkaueeo U CTpouTs
Gappukaas & Kitese

MaKCHM KOHOHEHKO 12 Jul 15
@kononenkome

pravda ru/accidents/fact .. kakas apama

Tony6es Cepreit.. 2 ¥ Follow
@5FGO76 —


denisstukal
Pencil


12. Humans: communities
Curated collections of content on a subject: city, politician,

Politicana.ru

TonMTUNeCkWit loMOp 1 MOMTIYeCKaR
caTMpa. Yapum 1oMOpoM caTupe no
HejocTaTKaM GbiTuAlll poliicana.ru
Q Camoe npekpactoe!

& poliicana.ru

[ Joined October 2013

2. 2 Followers you know

(& 10.4K Photos and videos

g
@ \ '

2

TweETS Ukes  LsTS
12.6K 48 1
Tweets Tweets & replies Photos & videos

poticana.ru [

TTyTwH yxe Asa roaa Gopetca ¢ GaHaeposLamm,
(AWMCTAMU W TEPPOPUIMOM, G NobeauTs
1OKa CMOT TOMBKO MPOAYKTEL C KYPOPTAMMA U

rno6anbHoe notennexue

Yronox unmmka

i politicana.ru [N o~

f Bectu u3 flypaoma W Follow

@DurdomOnline

B UM /e He 3HAIOT, 4TO POCCUIACKaA aBnauma
pa3boMBMNa COTHY X LUTAGOB - OHY HE CMOTPAT POCTB...
7:46 AM - 1 Dec 2015

Politicana.ru (P

[= Xaps Poten6epros
lMoka He TpecHyna.

etc.


denisstukal
Pencil


13. Spam

Mostly links to ads or stores

TWEETS  FOLLOWNG  FOLLOWERS  LKES

660 673 17 159

- Tweets Tweets & replies

Anekcen Xynses

@agasdgs @ Anexceii Kynnes Retweeted

dfasdfasdfa -~ FeHnaamit KykoBnY (express2dinueb - Apr 11

. 3apabarsigaiite urpas & Urpy.3apaGoTok Hit Uem He
SHEEHEERIEEIReE orpaHuen. money-birds.com/2i=239874

& vkcom/lexa1433

Anexceii Kynses R

2 d
TR prtut @prutru - Ap:

BB ortit runome/markett/i  prtut ruihome/marketly
=]

prtut ruhomeJmarketiiv... prtut ruhome/market1/v.
prut Ta... priut. ru/hor 1t

Anexceii Kynses Retw

Nano Pad (Nar 4
g ABTOMOGUTLHbI AepaTen ANIA TenedhoHa, nnauwera &
MalHy nano-pad 1y




13.1 Example: Bot, not
Political hashtags

Croaspoa I0aus

Oaecca

4

Jata pernctpaumn: March 08. 2014

spam

Temrst  Uaraesmie  Usratemz  Hpasuren

212 414 0 0

"Betpena 8 Tpaxr@ hitp://t.co/X0rAGEscrO £myrim

Croaapoza FOmux (@syv_od) 2014-03-18 20:0:

Xax. ot cropo o hitp:/t coHeinY40doy #myrrm

Croaspoza IO (@syv_od) 2014-03-18 19:4;

2013 rox. Pemun 2az hitp://t.coAOdRpfkT3B #myTus

Croaapoza FOmux (@syv_od) 2014-03-18 10:40:09

Bor u HacTymua € http-//t.co/4plaSrW2Nu #myTi

Croaapoza FOmux (@syv_od) 2014-03-18 10:26:34

A saacrzras xoaz hitp:/t.co/qalqLx7 YOw #myris
Croasposa IOama (@syv_od) 2014-03-18 19-25-44
Obycrpansatocs ugp hitp:/t.co/TpBgoidifh #myts

Croasposa FOmma (@syv_od) 2014-03-18 19-25-43

D10 soft nosuiR u ) hittp:/t.co/m339eMd3Vt Smymam
Croaapoza FOmua (@syv_od) 2014-03-18 19:20:13
Ogrmaeusst ano hitp://t.co/ZSDIbA02Ib #rryTus

Croaapoza FOmux (@syv_od) 2014-03-18 19:08

Ects v ytens omma http://t.co/UzC3pW7Zq2 #ryrem
Croxaposa FOmua (@syv_od) 2014-03-18 19:06.03

Ittp://t.co/Zw lhalZ4T] £myTm

Croaapoza FOmux (@syv_od) 2014-03-18 18:5

Crmcxa



13.2 Example: Spam, not bot

Hashtags are not necessarily political, or not political at all

FemClubs.ru

@FemClubs_ru

9
&

(] Tara permerpamm: May 05, 2014

Tonrst Upraesete  Umraremn Hpasmres  Crmexm
13273 14 1 o 0
FemClubs.ru W Follow

@FemClubs_ru

megarez.ru/content/vifero... #/lokomoTue3eHuT #0aecca
#YkpauHa #dukonanaPuan #pnewmod

10:46 PM - 5 May 2014

“« 7 e

FemClubs.ru W Follow
@FemClubs_ru el
tinifile.ru/kliparty-rastr... #llokoMoTUB3eHUT #Opecca
#YkpauHa #dukonanaPuan #pnewmod

10:46 PM - 5 May 2014

“« 7 e

FemClubs.ru ‘ W Follow
@FemClubs_ru el
kia-dream.ru/rv.php?vac_id=... #]10kOMOTMB3EHHT
#0pecca #YkpauHa #Oukonail1aPuan #pnewmod

10:45 PM - 5 May 2014

“« 7 e

FemClubs.ru W Follow
@FemClubs_ru —



Political orientation



U: Pro-Ukrainian

Critical of Putin, but not pro-opposition: all tweets related to
Ukraine

82994 1218 1364 24882 20

http://t.co/aa2wvmNUVrOpysie gazute? Xosy GHTS 3THX kperrtézcxink damctos. Tyt

281956

Thoxex Moterrek (@281956) 2015-07-13 0. 8

1% KOro-To & COTHBIIRO, 774 KOTO-T0 COTHCTHBH YAAP, @ KOMY-T0 BOOBIIE He CBeTHT

JTHEITP OII3EPAIHCK Igor Brazhnyk [wro
@\gorBrazhnyk

@ https://www youtube com/watch?v=6Ac3GABnw2Y&feature=youtu be
MyTrH He MOXET pewnTs npobnemy. MyTUH U ecTb

npobrema (c)#PoccuaCTpanaFake

twitter com/mix_voronezh/s
2:55 PM - 13 Jun 2015
« 19 w1

[E Mara perserpanue: June 17.2015

‘3."5". Ykpaita Online
@OnlineUkraine

B nneHy y TeppopUCTOB U Ha TeppuTOpuu Pd
YAEPKMBAIOTCA eLLe MHOTO ykpanHuesukr-info.com/?
link=49479#ATO #Ykpaita #IlyTvH

12:32 PM - 11 Jul 2015



O: Pro-opposition
Some critique of Putin and Kremlin is related to Ukraine, but
plenty of other topics present

Temmst  Umraewme  Umtarens  Hpammres  Crcx
92852 1087 719 161 15
AU O Cyn BepHyn aaponopT Ofiecca B CoGCTBEHHOCTS ropoa.

biz liga.nevalltransport

@ljuka0312

5:37 PM - 13 Jul 2015
0 « 522 92
L4

Mark Feygin
@mark_feygin

Follow

Iata pernctpanms: June 24, 2015
[leTi 1owl Oka3sIBAETCA MHe HAZl0 NONy4aTh NPONYCK B
©CB, UTOGL NPUHATL yUacTte B cyae o CaBueHKko B
JIoHeLIKe, NOCKOMsKY STO MorpaHuHan 3oHa
6:02 PM - 13 Jul 2015
“« 3215 @31

[ FlashNord W Follow
ey @flashnord -

KapensCkwii ropo He AOKANCA rasa, TOPKECTBEHHbIM
TIyCKOM KOTOPOrO PyK0BOANN [MUTpUi Mezgezes
flashnord com/news/karelskiy

4:43 PM - 13 Jul 2015

“« 13110 W6



K: Pro-Kremlin

Either praise of Putin or mocking of his opponents

Teurst  Usraewse  Unmrarens  Hpawres  Crmackn

i! - 114087 700 1023 3961 26

Caer1ana

@kalina 30

BamodoToBHHT He MOATepAIBAI0. THTAO TEX KTO HETepecex ;)
@

(i) Tara pernctpamm: May 08. 2015

l IMUTDHA CMUPHOB ¥ Follow
@dimsmimov175 —
Kapumo MlyTuHy: MOXET, y BAC U HeT BCAKAX 38aHMii
BPORE UPEIBLIMAIIHOTO MOCNA, HO TlyTUH MOXET AaTb
opy nioGowy aunnomat

9:37 AM - 10 Jul 2015

« 8529 07

— RUSSIA

[MUTPHI CMUpHOB W Follow
@dimsmimovi75
MyTA nepescnian ¢ vem Gyaer GopoTbea BPUKC:
TepPOPUIM, KCTPEMM3M, BOIPOKICHHE HALMIMA,
HaPKOTUKKW, NUPaTCTBO



N: Neutral

News mention Putin, but no explicit message about his virtues

Temrsr Unraewste  Umrarems  Hpapmres  Crmckm
35450 5 583

K

13Politika13
@13Politika13

13Politikal3

TIyTUH NOpy4Mn OBCYANTS OTCPOUKY 3aKOHa O

@13Politikal3

2:17 PM - 13 Jul 2015

H 2
(0BOCTH MOTHTHEN «5 e

@

13Politika13 W Follo
[ Tara permerpamme: June 17. 2015 @13Politikat3

TIyTUH NOpy4Mn OBCYAUTS OTCPOUKY Haka3aHis Mo 3aKoHy
© AaHHbIX POCCHAH
1:38 PM - 13 Jul 2015

« 5 e

13Politika13 wF
@13Politika13

Ykpautckan onnoanuuA TpeGyeT pacnycTuts Pagy 1
OBLABUTS HOBLIE BLIGOPS!

3:47 PM - 12 Jul 2015

“« 5 v

= 13Politika13 vr
@13Politika13

TyTuH 0Bcyaun ¢ Cit Lisutsnuom 068an KOTUPOBOK Ha
KATAVICKOM GUpe
2:51 AM - 11 Jul 2015

« 5 e

= 13Politika13 vr
@13Politika13

TIyTUH NPU3BAN UIbSTL UHCTDYMEHT CAHKLMIA 13 MUDOBOW
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